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What Can You Learn On The
Web That Is Related to
Homeland Security?

e The quest for homeland security has led to
wide ranging searches for information

« \What information can one get from the
|nternet

* Here are some examples
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Many site operators actively seek out vulherable
hosts and secretly install their web pages untll
they are detected and deleted, said Mr \Weisburd.,

Often they can remain active for months before
they are noticed and removed.

"Cluelessness and inattentiveness are widely
distributed and abundant resources on the

worldwide web,” he said.
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When Carnell and Schalmoser presented their plan to Columbine, the
school had already been alerted that one of its juniors, Eric Harris, might be
dangerous. At night, Harris and his friend Dylan Klehold had been building
an arsenal and making plans to use it - plans that Harris wrote about on the
Internet, on his Wehb site.

In 1993, Brooks Brown was a junior at Columbine. That March, he found his
name on Harris"Weh site. Harris was threatening to kill hirm.

"“When | first saw the Webh pages, was utterly blown away, " Brown says.
"He's not saying that he's gonna heat me up, he's saying he wants to blow
me up and he's talking about how he's making the pipe bombs to do it with."

Brooks' parents, Randy and Judy Brown, The Affidavit
say they were harrified by the Weh site
and frightened of Harris, whao lived nearfy.
They decided to take pages from the site

6 Minutes IT obtained the
affidavit pertaining to the Wehb
zite after families of the

to the Jefferson County Sheriff's Office, victimzs and CBS Mewrs
where an investigator told therm that Harris | cemplained that some
already had a criminal file. He and Dwylan documents were mizsing from

. the 11,000 pages Jefferson
Klehaold were on a form of probatian, for S [P e Bk

breaking into awan and stealing Jackson ordered released last
equipment. Wear,



Warning: document contains

"I'weas utterly dumbfounded that they did qraphic language,

nothing with the Weh pages " says Brooks

Brow. "Eric was saving how he was gonna blow peaple up. 'Hey, ['m
making pipe hombs. I'e got the designs for them on my Wehb site. I'm gonna
kill these people. Here's why.' That's a level beyvond making a joke.”

At first, the sheriffs department denied its investigators had even met with
the Browns in person. But we abtained this palice papersork, showing
those investigators not only "rmet with Mrs. Judy Brown " but then warked on
awarrant to search Eric Harris' home. BEven maore surprising, one document
shows a sheriffs deputy found "a pipe bomb. .. consistent with the devices"
Harris described on his site. But the sheriff's department never searched -
ar even visited-the Harris home. Itwas April of '"98 - a full year before the
Columbine massacre.

"Feople are covering up evendhing that wentwrong and | want those
lessons out there" says Judy Brown. "They're doing studies, they're getting
profiles. BEverybody's trying to get programs going and what we can do. Well
guess what? All the signs were there. You khow what the lessons are? Do
your joh.” :

Y ou do, of course, have to do something once

you find a dangerous situation!



Eric Harris and Dylan Klebold were bhoth avid Internet users. Harris had
even maintained a wehsite inwhich he expressed his thoughts about any and
every topic he could think of, from three pages of "yvour mama" jokes, to a

page where he ranted about random topics.

YO KROW WHAT | HATEILY ---When there is a group of ***holes
standing in the middle of the hallway or walkway, and they are
just STAMDIMNG there talking and hlocking my *Fing waylll Get
the ** outa the way or i'll bring a friggin sawed-off shotgun to

your house and blow your snotty ass head afftl {29

These rants also talked about haow they were going to be the new natural

selection. Eric also ended almost every rant with how he was gaing to kill

\iEj kit A ey, zazhy. comdcolumbine. hitml

them.
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Aum Alone
by Ben Dorman

Since its horrific sarin gas attack on the Tokyo subway system on March 20,1995, the
rrillennialist religious group Aurm Shinrikyo has been a constant presence in the




In December, |ustice Minister Masahiko Fomura announced that failed gurd Asahara
contintes to wield enornous influence over his followers and that Aumstill poses a
threat to the public. Duting the first year ofthe new law, the PS1A carried out 15
inspections of Aum facilities and Aum submitted four compulsory repotts to the
agency. Ina teport of its own, the FolA declared that Aumwas trying to spread its
tnessage of the Internet, effectively turning itself intoa "cybercult.



What Can We Do About This?

e Extend atrusted concept into Cyberspace:
— The Neighborhood Watch!

e This program has been in operation for over
30 years and has helped secure many
nelghborhoods across the US

« \What do we mean by aWeb Neighborhood
Watch!
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NEIGHBORHOOD WATCH

For over 30 yvears, the Meighborhood Watch Program has
provided Armericans a unigque safety infrastructure that brings

together local officials, law enforcerment and citizens for the



The Web Neighborhood Watch

* A wide ranging project that isjust getting
started

e Somegoals are:

— Spot troubling websites and notify authorities
when appropriate

— Locate web servers geographically
— Protect vulnerable sites

— Collate disparate sources of information

* Thefollowing is different from what we
want to do
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Additional Activities

e Can actively disrupt websites
— Not our plan
« Already we have a quiet cyberwar going on

e Some unusual characters involved
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From Mike Boettcher
Ik

OCEAN CITY, Maryland (CNN) --
A self-proclaimed Web warrior says
he enlisted in the United States’ war
on terror by mounting an mcursion

r ‘ mto an Internet site said to be run
Ch by al Qaeda.

@DUJGHGAS]

h From his heachfront horme, Jon Messner

YIDED Jon Mes=snet put the Web zkills he learned uses his kevhoard as a weanon acainst
LOCAL in the adutt entertainment business to work Y ]§J g

S
CHN NEWSWATCH against an alleged al Gaeda Wb site. the enemy's site -- first reported by
E-MAIL SERVICES CHMN four months ago -- that posts

CNNto GO statements from hich-ranline al Oaeda




Messner, usthe the agoressive tactics he's
etnployved to run ks adult site, said he "hyacked"
Al Meda tor fve days and recorded a "wirtual
who's-who of every hostile message hoard and
site on the Internet.”



Progress To-Date

So far have worked extensively on the
geographical location piece

Have looked only at the problem of
geographically locating a website based on
the IP address

Content analysis can also help, but thisis
for future work

The following work was done by Gene
Connolly, asenior in the UM CS Dept



|P Locater Prototype

Written in perl

Combines use of traceroute from multiple
locations with Whois information

Multiple traceroute runs permit bracketing
websites

Whois can provide very detailed
Information



C. \>tracert unts. mai ne. edu

Tracing route to unts. mai ne. edu [130.111.112. 21]
over a maxi num of 30 hops:

1 <l ns <l ns <l nms 192.168.0.1

2 16 ns 16 s 16 ms 142.167.3.11

3 17 s 17 s 17 ms  142.167.4.1

4 26 ns 25 ns 28 ns 500. Serial 3-11. GA8. BOS1. ALTER NET [63.111.121. 197]
5 40 ns 41 ns 36 ns 196. ATM3- 0. XR2. BOS1. ALTER NET [ 152. 63. 25. 134]

6 32 s 36 s 29 ns  290.at-1-0-0. XR2. BOS4. ALTER NET [ 152. 63. 16. 158]
7 38 s 33 s 32 ns 0.s0-4-0-0. XL2. BOS4. ALTER NET [ 152. 63. 16. 133]

8 82 s 84 s 85 ns 0.s0-2-0-0. XL2. NYC9. ALTER NET [ 152. 63. 21. 74]

9 36 s 39 s 39 ns POS7-0. BR1. NYC9. ALTER NET [ 152. 63. 18. 221]

10 41 ns 37 ns 40 ms 204. 255.174. 130

11 43 s 50 nB 54 ms ew-core-02.inet.qwest.net [205.171.17.129]

12 39 nB 39 nB 39 ns bos-core-01.inet.qgwest.net [205.171. 8. 28]

13 46 s 54 ns 42 nms bos-brdr-01.ip.gwest.net [205.171.28. 38]

14 48 s 50 s 51 ns 65.126. 246. 218

15 60 ns 68 ns 64 ms GWP-C65-int.unet. maine.edu [130.111. 2. 33]

16 51 ns 51 ns 55 ms gw portland-int.unet.maine.edu [130.111. 33. 33]
17 89 ns 291 ns 190 ms  ATMPOR- 9003. unet . nai ne. edu [ 130. 111. 33. 69]

18 52 ns 55 ns 56 ns GW O C65-int.unet. maine. edu [130. 111. 33. 6]

19 62 nB 72 nB 62 ns GWO C65-int.unet. maine.edu [130. 111. 33. 6]

20 81 s 75 s 89 ns 130.111.112.21

Tr ace coml et e



Host Name Pattern Matching

o Geographical Information is embedded In
the hostnames:

0.s50-4-0-0. XL2. BOS4. ALTER NET [ 152. 63. 16. 133]
0. s0-2-0-0. XL2. NYCO. ALTER NET [ 152. 63. 21. 74]

o City, State, and Country codes are used in
some network naming schemes.



Properties of Hostname Pattern Matching

e Location Codes not avallable in loca networks.

o Examination of Entire Traceroute:
— Creates a geographical path of data.

— Uncertainty exists where location codes are not
available.

— Best case: The Location of the closest city to the target
computer

— Direction from which the target was approached.



Properties of Traceroute Approach

« WHOIS Datals an effective tool for confirming the
accuracy of the traceroute results.

* Results of Traceroute Approach:
— Is*Closest City’ enough information?
— What isthe position relative to the ‘ Closest City’ ?

Start ry ry

Atlanta Mewark Boston 7 'y ry

Traceroute Analysis

Target

NS

WHOIS Analysis



WHOIS Database

« Database containing arecord of every network
and domain on the Internet:
— Network Information
— Administrative & Technical Contacts
— Name Servers
— Registration Info

o Used for Allocation of Domain Names and as a
means of contacting network administrators.



WHOIS Geographical Information

e The Address of Administrative Contacts?

— Maine.edu

o Administrative contact: Orono, ME
* Network spans the state of Maine.

— UMaine network.
e Administrative contact: Orono, ME
» Network spans the University of Maine.

 WHOIS Database can be useful for confirming the
location computers on local networks



Benefits of Traceroute & WHOIS Database

e Traceroute: « WHOIS:
— Effectiveon large — Effective on small
networks. networks.
— Determine aroute to — Determine the region
the target computer of the target computer
— Result: Network HQ of
— Result: Closest City to Target Computer

Target Computer



Distributed Approach

 Traceroutes from multiple geographically
and network-diverse computers.

e Some public
— University of Washington
— University of California-Berkeley
— New York Net
— lowa State
— AboveNet Communications



Proposed Distributed Approach

e Extension of Traceroute
Approach.

o Stronger Analysis of
Networks Surround
Target.

» Different Approaches
offer Geographical Basis.




L ocation Graph

Synthesis of aMultiple
Traces:

Red: Target Computer
Orange: Local City

Blue: Location of
Geographical Basis



Scenario #1: IEEE.org
Actual Locanons Piscataway, New Jersey

Location Tree Destination:  Unknown
l'jnssih]}r {ities:

Three Degrees Anonymous:  New York, NY (Philadelphaa, PA)
Pennsauken, N (Fort Worth, TX; Newark, NJ}

Accuracy: Piscataway 15 located 3 males west-southwest of New York, and 51 males
MNortheast of Pennsauken. Using each of the two possible cines as focal point m thas
example, the target zone could be reduced to between the two cines. Fither of the
rraces standalone would offer no more information regarding the position of the
target relative to the final possible city.



e 6.1: Prototypse Results of IEEE. org
Maps Courtesy of TIGER [20].



Scenario #2: ICANNMN.org

Actual Location: Marina Del Rey, CA

I ocation Tree Destnation: Unknown

PEEF“]':I ! "in'nﬂ.

Two Degrees Anonvmous:  Los Angeles, CA (San Jose, CA; Milpitas, CA;
Dallas, 1X)

Accuracy: Marina Del Rey 1s located 9 mules north-northeast of Los Angeles.
Because the only possible city is approached by three separate traces, one may
conclude that the desninanon is strongly correlated to the particular city. With each

additional approach the correlation grows stronger. In the case of a single trace, the
correlaton 1s weak.



Plotted Results of ICANN.org F ype Trace

Flgure &.2: Prototype Resulte of ICRNM. org
Maps Courtesy of TIGER [20].



Scenario #3: CNNMN.com

Actual Location: Atlanra, GA
Locapon Tree Despnapon:  Unknown

]1; . I]:]:. i-i“ e

Une Degree Anonymous: Atlanta, GA (Houston, TX; Chardorte, N(C)

Accuracy: The :mh. pmulﬂu -:m -E-ﬁil'-L-El'h. identifies the ::1'r'. if the farget computer.
J'ﬂr]mui_lh every trace iy 1du1]l1. E::ﬂdl.td:_d upon Atlanta as the destnanon, each

additional reace confirms that mﬂmrmamm, and confirms the general locanon by
offering direction



Fiqure 6.3: Prototype Results of CHN.com
Maps Courtesy of TIGER [240] .



Scenario #4: Residential Computer
Actual Locanon: South Berwick, ME

[ocation Tree Destinatiomn: Unknown
Possibly Cines:

Une Degree Anonymous: Dover, NH {(Portsmouth, NH, {',:lmhﬂdg-r_-, MMAY

Accuracy: South Berwick 1s located 5 miles northeast of Dover. The intent of thas

rrace was to demonstrate that rraces are also very accurate in tracing individual
machines, as well as domain servers.
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Figure &6.4: Prototype Results of Resldential Computer

Maps Courtesy of TIGER [24].



Other Projects

* Traceroute Based: o Other Projects
— NetGeo/GTrace — GeoBytes
— VisualRoute — DNSLOC
— SarangWorld — Zooknic

Traceroute Project



Ayers|dand
Homeland Security

e edawal| A e, blars




More Information

* Project is part of the UMaine Homeland
Security Lab

 More detailsin Gene Connolly's Honors
Thesiswhich will be available within two
weeks at

* http://homeland.maine.edu



