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What Can You Learn On The
Web That is Related to

Homeland Security?
• The quest for homeland security has led to

wide ranging searches for information
• What information can one get from the

Internet
• Here are some examples











You do, of course, have to do something once
you find a dangerous situation!









What Can We Do About This?

• Extend a trusted concept into Cyberspace:
– The Neighborhood Watch!

• This program has been in operation for over
30 years and has helped secure many
neighborhoods across the US

• What do we mean by a Web Neighborhood
Watch!





The Web Neighborhood Watch
• A wide ranging project that is just getting

started
• Some goals are:

– Spot troubling websites and notify authorities
when appropriate

– Locate web servers geographically
– Protect vulnerable sites
– Collate disparate sources of information

• The following is different from what we
want to do





Additional Activities

• Can actively disrupt websites
– Not our plan

• Already we have a quiet cyberwar going on
• Some unusual characters involved







Progress To-Date

• So far have worked extensively on the
geographical location piece

• Have looked only at the problem of
geographically locating a website based on
the IP address

• Content analysis can also help, but this is
for future work

• The following work was done by Gene
Connolly, a senior in the UM CS Dept



IP Locater Prototype

• Written in perl
• Combines use of traceroute from multiple

locations with Whois information
• Multiple traceroute runs permit bracketing

websites
• Whois can provide very detailed

information



C:\>tracert umcs.maine.edu

Tracing route to umcs.maine.edu [130.111.112.21]

over a maximum of 30 hops:

  1    <1 ms    <1 ms    <1 ms  192.168.0.1

  2    16 ms    16 ms    16 ms  142.167.3.11

  3    17 ms    17 ms    17 ms  142.167.4.1

  4    26 ms    25 ms    28 ms  500.Serial3-11.GW8.BOS1.ALTER.NET [63.111.121.197]

  5    40 ms    41 ms    36 ms  196.ATM3-0.XR2.BOS1.ALTER.NET [152.63.25.134]

  6    32 ms    36 ms    29 ms  290.at-1-0-0.XR2.BOS4.ALTER.NET [152.63.16.158]

  7    38 ms    33 ms    32 ms  0.so-4-0-0.XL2.BOS4.ALTER.NET [152.63.16.133]

  8    82 ms    84 ms    85 ms  0.so-2-0-0.XL2.NYC9.ALTER.NET [152.63.21.74]

  9    36 ms    39 ms    39 ms  POS7-0.BR1.NYC9.ALTER.NET [152.63.18.221]

 10    41 ms    37 ms    40 ms  204.255.174.130

 11    43 ms    50 ms    54 ms  ewr-core-02.inet.qwest.net [205.171.17.129]

 12    39 ms    39 ms    39 ms  bos-core-01.inet.qwest.net [205.171.8.28]

 13    46 ms    54 ms    42 ms  bos-brdr-01.ip.qwest.net [205.171.28.38]

 14    48 ms    50 ms    51 ms  65.126.246.218

 15    60 ms    68 ms    64 ms  GW-P-C65-int.unet.maine.edu [130.111.2.33]

 16    51 ms    51 ms    55 ms  gw-portland-int.unet.maine.edu [130.111.33.33]

 17    89 ms   291 ms   190 ms  ATMPOR-9003.unet.maine.edu [130.111.33.69]

 18    52 ms    55 ms    56 ms  GW-O-C65-int.unet.maine.edu [130.111.33.6]

 19    62 ms    72 ms    62 ms  GW-O-C65-int.unet.maine.edu [130.111.33.6]

 20    81 ms    75 ms    89 ms  130.111.112.21

Trace complete.



Host Name Pattern Matching

• Geographical Information is embedded in
the hostnames:
0.so-4-0-0.XL2.BOS4.ALTER.NET [152.63.16.133]

0.so-2-0-0.XL2.NYC9.ALTER.NET [152.63.21.74]

• City, State, and Country codes are used in
some network naming schemes.



Properties of Hostname Pattern Matching

• Location Codes not available in local networks.
• Examination of Entire Traceroute:

– Creates a geographical path of data.
– Uncertainty exists where location codes are not

available.
– Best case: The Location of the closest city to the target

computer
– Direction from which the target was approached.



Properties of Traceroute Approach

• WHOIS Data is an effective tool for confirming the
accuracy of the traceroute results.

• Results of Traceroute Approach:
– Is ‘Closest City’ enough information?
– What is the position relative to the ‘Closest City’?



WHOIS Database

• Database containing a record of every network
and domain on the Internet:
– Network Information
– Administrative & Technical Contacts
– Name Servers
– Registration Info

• Used for Allocation of Domain Names and as a
means of contacting network administrators.



WHOIS Geographical Information

• The Address of Administrative Contacts?
– Maine.edu

• Administrative contact: Orono, ME
• Network spans the state of Maine.

– UMaine network.
• Administrative contact: Orono, ME
• Network spans the University of Maine.

• WHOIS Database can be useful for confirming the
location computers on local networks



Benefits of Traceroute & WHOIS Database

• Traceroute:
– Effective on large

networks.

– Determine a route to
the target computer

– Result: Closest City to
Target Computer

• WHOIS:
– Effective on small

networks.

– Determine the region
of the target computer

– Result: Network HQ of
Target Computer



Distributed  Approach

• Traceroutes from multiple geographically
and network-diverse computers.

• Some public
– University of Washington
– University of California-Berkeley
– New York Net
– Iowa State
– AboveNet Communications



Proposed Distributed Approach

• Extension of Traceroute
Approach.

• Stronger Analysis of
Networks Surround
Target.

• Different Approaches
offer Geographical Basis.



Location Graph

• Synthesis of a Multiple
Traces:

• Red: Target Computer

• Orange: Local City

• Blue:  Location of
Geographical Basis



















Other Projects

• Traceroute Based:

– NetGeo/GTrace

– VisualRoute

– SarangWorld
Traceroute Project

• Other Projects

– GeoBytes

– DNS LOC

– Zooknic



Ayers Island
Homeland Security
Training and
Research Center



More Information

• Project is part of the UMaine Homeland
Security Lab

• More details in Gene Connolly's Honors
Thesis which will be available within two
weeks at

• http://homeland.maine.edu


